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As Sophie Cairney, Lead Risk Intelligence Consultant, Securitas Risk
Intelligence Center, notes: “The 2026 risk landscape is defined less by
isolated threats and more by convergence. Organizations are operating
in an environment where geopolitical, technological, and societal risks
intersect and influence one another. The challenge is not only responding
to disruption, but recognizing the early indicators of change.”
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Introduction

OPERATING IN A RISK-DEFINED
ENVIRONMENT

The first six months of 2026 have
reinforced a clear reality for organiza-
tions: risk is no longer a background
consideration; it is a central force
shaping strategic decision-making
and a defining feature of today’s
operating environment. At mid-year,
the security and threat landscape
remains defined by uncertainty rather
than stability. The key differentiator

is preparedness. Organizations best
positioned for the remainder of 2026
are those that treat risk as a strategic
input, using intelligence to protect
their people, property, and assets.

Through continuous intelligence
monitoring and analysis, Securitas
Risk Intelligence has observed a
sustained shift in how risk evolves
and impacts organizations. Risk is

no longer isolated; it is persistent,
interconnected, and increasingly
decisive in shaping operational

and strategic decision-making and
outcomes. Dally intelligence reporting
highlights that geopolitical instability,
technological disruption, and security
threats are not only more frequent but
also more interlinked and impactful
than ever before.

This Mid-Year Review reflects an environ-
ment of constant disruption, but also the
ability to anticipate and adapt by using

situational awareness and specific

intelligence. Each section of the Annual
Intelligence Estimate has been
updated, providing a timely assess-
ment of emerging risks, their impact
on business operations, and how our
Risk Intelligence Center (RIC) analysts
expect them to continue evolving.

KEY THEMES FROM H12026

RIC analysis indicates that threat actors
continue to evolve in both intent and
capability. We are seeing inreased
targeting of critical national infrastruc-
ture and high-value corporate assets,
including people and physical sites.
Intelligence reporting highlights a
growing use of blended tactics, com-
bining cyber activity, physical target-
ing, and information manipulation - to
maximize disruption and enforce lon-
ger-lasting impacts on organizations’
security, operations, and reputation.

At the same time, the rapid adoption
of artificial intelligence is emerging
as a consistent feature across threat
vectors, enabler of threat activity,
including disinformation and social
engineering, and as a source of
new organizational vulnerabilities,
particularly linked to insider risk.

The information threat landscape is
becoming more contested, with a
growing volume of misinformation
and weaponized online content
complicating situational awareness
and increasing reputational threats.

Across political and economic
environments, volatility remains high.
Domestic unrest, shifting geopolitical
alliances, and regional instability con-
tribute to uncertainty in policy direction
and operating conditions worldwide.
This is reflected in increased reporting
on supply chain disruption, regulatory
divergence, and market instability.
Alongside this, we observe sustained
growth in activism and grievance-driv-
en movements, with digital platforms
accelerating the speed at which local
issues can escalate into broader
disruptive events.

The ability to anticipate, prioritise,
and act decisively will define organi-
zations’ security in the months and
years ahead.
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Clarity ina Noisy World — Annual Intelligence Estimate Mid-Year Review: is
developed by Securitas’ Risk Intelligence Center (RIC), the-operating unit
within Securitas Risk Intelligence.
The RIC continuously monitors geopolitical developments, emerging
threats, and industry specific risk patterns, transforming complex
information into clear, evidence based intelligence that underpins
Securitas Risk Intelligence assessments and advisory services.

Methodology

/
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Directional shifts in the
2026 threat landscape

Worsening Stable . Improving

The Annual
Intelligence
Estimate 2026

Published in January, the Annual
Intelligence Estimate 2026 provided
thematic assessments of key com-
mercial and geopolitical risk vectors,
providing actionable intelligence for
corporate security and risk profes-
sionals.

The estimate offers cross industry
situational understanding, through an
accessible, strategic summary supp-
orted by practical guidance. It bridges
strategic risk assessment for senior
leadership with the tactical intelligence
required by operational teams and
facilitates the consideration of current
risk vectors to enable the implemen-
tation of proportionate and effective
security precautions to protect people,
infrastructure, and operations.

Mid-Year
Review

The Mid-Year Review reevaluates
these assessments, using evolving,
diverging, and adapting trends to
provide an updated view of the 2026
landscape aligned with the featured
topics of the Annual Intelligence
Estimate.

Each topic is revisited with an
overview of the current situation, two
focussed assessments relevant to
awareness and corporate security,
and supporting evidence drawn
from activities during Q1 & Q2 2026.
Advisory considerations are included
to support business security deci-
sion-making.

In this year’s mid-year review, 12 of the
25 assessment topics worsen, 12 sta-
bilize, and one improve, as depicted
in the chart to the left.



Our intelligence-

led approach

Assessments are produced by RIC,
using open-source intelligence and
subject-matter expertise across
corporate security and the global

threat landscape, with particular focus

on the convergence of the two.

Since the first Annual Intelligence

Estimate in 2023, several themes, such

as Al, supply-chain vulnerabilities,
information disorder, geopolitical
conflict and ESG-related backlash,
have remained prominent. While the

threat landscape continues to evolve,
these themes highlight the volatility of
corporate security and the importance

of an intelligence-led posture.

The graph below illustrates how

assessed situations have shifted over

time relative to their threat levels,
demonstrating that the two do not

always directly correlate; a worsening

situation may not raise the threat
to corporate security, whereas a
stabilized situation may continue to
present a consistently high threat.

Threat level vs.
Situational change

X: Degree of Situational Change
Y: Threat Level to Corporate Security
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Our

Intelligence

toolkit

Alerting

Geo-targeted email-
based alerts for security
and threat events nearby.
Fully customizable based
on severity, proximity, and

— Criminality
— Civil unrest
— Terrorism
— Weather

— Travel and transportation

{O
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frequency with incident types:

Advisory

An all-in-one Protective,
Threat, and Risk
Intelligence solution

for your organization,
operations, and brand.
Includes:

— Monitoring for your
specific requirements

— Daily Monitoring
intelligence summaries

— Immediate briefs for
warnings intelligence

— Threat, Protective & Risk
Intelligence solution

— Access to the on-
demand ad-hoc
reporting service

Securitas Risk Intelligence
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Threat actors continue
to favor targeting CNI to
maximize disruption

The outbreak of the Iran conflict on 28 February
highlighted the significant threats posed to critical
national infrastructure (CNI), such as airports, data
centers, utilities facilities, and energy infrastructure,
in the event of conflict, and the increasing
capability / willingness of both state and non-state
threat actors to attack such targets. Targeting
throughout the conflict has largely been enabled
by technological developments associated with,
and the widespread adoption of, one-way attack
unmanned aerial vehicles (OWA-UAVs), with
attackers seeking to maximize economic impact
and disruption to public life. Attacks conducted in
the cyber domain have also played a notable role.

Outside of armed conflict, threat actors have
continued to target CNI as part of gray-zone
warfare (GZW) operations and activist campaigns.
While national authorities across the globe and
intergovernmental organizations continue to
announce and implement measures aimed at
increasing the security of CNI, low-sophistication
tactics, techniques, and procedures (TTPs) are
still capable of causing significant disruption and
can often be challenging to attribute if appropriate
operational security (OPSEC) precautions are taken.

Date Location Description

Threat actors are highly likely to escalate
targeting of CNI in 2026, particularly during high-
tension geopolitical flashpoints and if states
increasingly view CNI as legitimate targets in the
event of conflict and alter their military posture
to reflect this. While investment and regulatory
reforms aimed at protecting CNI will almost
certainly continue, such infrastructure is highly
likely to remain vulnerable to a range of TTPs.

The persistent targeting of CNIs throughout
2026 is highly likely to incite organizations

to implement additional physical security
measures, particularly during heightened
tensions for regions at greater risk from proxy
threat actors, potentially incurring additional
costs. However, digital threats such as
disinformation campaigns and cyber attacks are
highly likely to increase with limited possibility for
protective measures.

1 May London, US

Pro-Iranian hacktivist group, the Islamic Cyber Resistance in Irag, also known

as 313 Team, claimed responsibility for the 503 errors Ubuntu's website
experienced as a result of a DDoS attack, announcing via a Telegram post
that the attack was scheduled to persist for four hours.

6-7 Apr  Central France

Coordinated sabotage attacks in Bourges, La Chapelle-Saint-Ursin, and

Saint-Florent-sur-Cher, France, targeted power grid infrastructure supplying
French defense manufacturers KNDS and MBDA, causing localized outages
that disrupted arms production activity.

15 Mar

Dubai, UAE

The Dubai Civil Aviation Authority ordered a temporary suspension of
operations at Dubai International Airport after an Iranian drone strike caused
a fire near the airport.

4 Jan

Berlin, Germany

Left-wing extremist group, Vulkangruppe, claimed responsibility for an arson
attack in Berlin, Germany, which caused widespread power outages.



Advisory

« Assess CNIs vulnerabilities considering threats to the industry it comes under and
the specific location, and consider additional physical security and cybersecurity
measures.

. Maintain awareness of localized and geopolitical tensions that are pre-action
indicators for CNI targeting.

« Ensure strong contingency plans are prepared to secure supply chains and
mMaintain operational capacity of CNI sites.

Securitas Risk Intelligence Clarity in a noisy world n
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Organizations perceived to be violating
environmental, social, and governance (ESG)
policies, such as diversity, equity, and inclusion
(DEI) initiatives, continue to be targeted by
activist groups through online / in-person
boycotts, demonstrations at company sites,
and online scrutiny in 2026. Backsliding is being
encouraged by measures implemented by the
US government to reduce the prevalence of DEI
initiatives and increase economic conditions
under President Donald Trump, and the loosening
of environmental regulations in the EU. Company
events such as annual general meetings

and major escalations related to geopolitical
conflicts and / or governance developments
serve as regular flashpoints for activism. Activist
groups use a variety of tactics, techniques,

and procedures (TTPs), ranging from peaceful
protests outside site locations to more direct-
action TTPs such as vandalism and criminal
damage of sites and assets, aiming to pose
substantial operational disruptions.

Activists are increasingly using open-source
information to identify organizations’ positions on

a noisy world

ges drives activism

polarizing / controversial issues and affiliations with
states / entities they deem problematic, including
identifying whether existing ESG schemes have
been adhered to and / or whether companies
remain committed to divestment statements.

- Activist groups are highly likely to develop
evolved direct-action TTPs to pose high levels
of disruption at industry events and company
locations with high-profile visitors, as well as
conduct criminal damage at late-night / early-
morning hours to evade detection. Protesters
are also likely to target second / third party
organizations to pose greater impacts on
the target organization’s supply chains and
investment strategies.

- Organizations accused of backsliding on
ESG commitments are likely to experience
heightened threat from activism, leading to a
shift from in-person hosted events to online
platforms. Although this is likely to reduce
physical targeting of events, it is unlikely to deter
activists from protesting events, and rather,
protests are likely to shift toward digital actions.



S | g n |f| Ca nt Date Location Description
d eve I (9] p me nt S 7Apr  Adelaide, Activists with Weapons Out (WO) protested at BAE Systems'

Australia site in Adelaide, Australia, over the company's role in
supplying F-35 jet components and connections to military
action in Gaza.

17Feb  Orlando, US Activists from the Rainforest Action Network (RAN)
disrupted Mondeléez International CEO Dirk Van de Put’s
plenary address at the Consumer Analyst Group of New
York (CAGNY) conference in Orlando, Florida, to pressure
the company on weak deforestation and human rights
protections in its global supply chains.

29 Jan  Amsterdam, Fossil Free Netherlands demonstrated outside the 'Leaders
Netherlands in Sustainable Finance' event at the Pakhuis de Zwijger
cultural center in Amsterdam, to protest BlackRock's
perceived hypocrisy and investments in fossil fuels.

Advisory - Maintain confidentiality of communications regarding
policy changes to reduce leaks that are likely to be
exploited by activists.

- Consider the potential of insider risk in the period after
policy changes have been announced by monitoring
employee sentiment regarding changes.

- Maintain situational awareness of evolving T TPs used
by activists to target organizations within the industry to
anticipate potential future actions.




Mass layoffs linked to Al
heighten anti-corporate
sentiment and insider risks

Vast developments in Al continue to be integrated
into businesses, leading to roles with primarily
Al-capable tasks being made redundant. Large-
scale layoffs from Al automation have given rise
to backlash from current and former employees,
as well as promoting anti-Al / anti-corporate
sentiment among residents impacted by Al
infrastructure expansion. The Challenger report
states that Al is the leading reason for job cuts,
which rose to 38% in April, primarily occurring in
companies within the technology sector.

However, there are ongoing claims that
organizations are using Al to justify redundancies
that are in reality attributed to poor performance,
over-hiring, market conditions, or cost-cutting,
using Al as a scapegoat to prevent backlash and
exposing the organization to possible litigation.
For example, Sam Altman, CEO of OpenAl, termed
this trend as ‘Al washing’ in a speech at the Al
Impact Summit in February, used by executives to
avoid looking like “the bad guy.” This is evidenced
by data that suggests 80% of organizations that
reduced their workforce for Al projects did not
report better financial results.

Al-related layoffs are highly likely to continue
throughout 2026, considering the high

value benefits for organizations regarding
streamlining and financial costs. The possibility
of further advancements in Al replacing more
complicated roles outside of automated tasks,
potentially increasing overall competitiveness
and volatility in the job market, cannot be ruled
out.

Mass layoffs are likely to create brand /
reputational damage as well as disgruntled
employees who are likely to utilize
organizational restructures as opportunities

to form opposition groups and potentially
heighten the threat landscape regarding insider
risk and corporate espionage. It is also likely

to deter prospective employees from applying
to organizations experiencing large structural
changes due to Al.

Global technology industry layoffs in 2026 (Jan-May)

Spain & 750
Singapore 1196
UK & 1220
Israel 1629
Netherlands 1700
Austria 2000
Sweden 2088
India 2277
Australia 4450

us
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Significant
developments

Advisory

Date Location Description

20 May Global Meta announced it will make ~8,000 job cuts to take place
from 20 May, reportedly 10% of their global workforce, as
part of internal restructuring of operations in favor of Al-first
priorities, emphasizing automation and machine-assisted
development workflows.

13 May San Jose, US Cisco CEO Chuck Robbins announced the company was
cutting “fewer than 4,000 jobs” as part of a restructure to
increase focus on Al.

7 May San Francisco, Internet infrastructure and cyber security company
us Cloudflare announced a 20% job cut due to Al adoption.

5May San Francisco, Coinbase CEO Brian Armstrong announced layoffs affecting
us ~14% of the workforce, citing Al adoption as a factor.

11 Jan San Francisco, Autodesk, a US software design company, cut its workforce
us by ~7% to redirect funding towards Al and cloud platforms.

- Maintain vigilance of insider threats, particularly with
upcoming organization restructures, and review high
security clearances that allow access to sensitive data
that can potentially be exploited.

« Monitor staff sentiment pre-announcement and ensure
all communications remain confidential until proper
legal frameworks are in place and ultimate decisions
have been made.

« Review organizational and infrastructure resiliency to
ensure operational continuity and limit reputational
damage to the organization.




Rise in protectionist
policies to safeguard
sovereign resilience

The rise in protectionist policies has not only
persisted into 2026 but has become more
entrenched in major economies, incited by
escalating geopolitical tensions and conflicts,
national security imperatives, and geoeconomic
confrontation, a risk framed as the top short-
term global risk for 2026 by the World Economic
Forum (WEF). This dynamic has largely been
driven by increasing geopolitical competition
between China and the US and the gradual shift
from a US-dominated international order to a
multipolar world order. It has sustained elevated
market volatility and economic uncertainty

for organizations, particularly those reliant

on globally integrated supply chains, and has
repeatedly impacted third-party countries and
organizations. Concurrently, the onshoring

of manufacturing and critical services has
accelerated, reflecting a longer-term market

adaptation that prioritizes resilience and control.

The use of protectionist policies will almost
certainly continue to be a common option

for countries and sectors to safeguard
sovereign resilience in response to persistent

Date Location Description

geoeconomic confrontation motivated by
differing / incompatible economic systems,
political priorities, and strategic goals. This

will highly likely increase the use of trade as a
tool for political leverage, serving as a self-
reinforcing cycle, and incite further adaptation
of cross-border security postures.

The reactive nature of these changes

will highly likely force changing market
landscapes, altering supply chains, and
varying supply-demand. Such variables will
likely have a broader impact on international
commercial and affiliate relations, requiring
the reconsideration of existing / prospective
contracts and the reconfiguration of regional
strategic and operational needs to limit
possible disruption.

2 May China

China issued a prohibition order declaring that Chinese firms and

individuals must not recognize, enforce, or comply with U.S. sanctions
targeting five Chinese petrochemical companies for their alleged
involvement in Iranian oil transactions.

26 Mar UK The UK categorized shipbuilding as a critical national security sector,
allowing the government to favor domestic suppliers.
6 Mar us The US Cyber Strategy for America mandated that critical infrastructure

providers phase out products from adversarial vendors in favor of US-
made or allied solutions, targeting Chinese technology.

6 Jan China

China imposed strict export controls against Japan on critical materials,
including gallium, germanium, graphite, and rare earth magnets, to limit
the country's defense and high-tech capabilities.




Advisory

. Monitor geopolitical narratives and conflicts in countries housing operations,
considering escalations in strategic direction planning for possible shifts in
markets and international commercial relations.

« Ensure robust and dynamic security postures along all supply chains, capable of
adapting to rapidly changing demands to prevent significant vulnerabilities should
changing policies necessitate altered operations.

. Liaise with vendors / third-party suppliers, such as logistic providers, to ensure
uniform vetting is applied to all personnel.

Securitas Risk Intelligence Clarity in a noisy world 17



Threat actors exploit
vulnerable public and
private events

The trend of threat actors targeting large-scale
events has carried over into 2026, due to the
perception that they are the ideal environment
to influence decision-making, reach high-value

targets (HVT), and raise awareness of their actions.

This has been clearly displayed throughout the
ongoing event season across Europe, which has
seen the consistent targeting of organizations
deemed complicit in geopolitical conflicts,

such as the Gaza-lIsrael conflict, and facilitating
sociopolitical issues, such as climate degradation,
through maintained controversial business
practices and contentious commercial affiliations.
The tactics, techniques, and procedures (TTPs)
used by threat actors have predominantly
remained consistent, typically involving activists
protesting outside and inside events, blockading
venues, and disrupting speeches.

Threat actors are almost certain to continue
targeting organization-specific / industry-wide
events, aiming to disrupt proceedings and
influence decisions in line with their cause.

The TTPs will likely mirror those previously
used, allowing for the implementation of
mostly effective security measures, although
as campaigns adapt and threat actors show
an increasing hybridization, there is a realistic
possibility that TTPs will show more frequent
signs of escalation.

While events are typically removed from areas
of usual operations and business properties,
the targeting of typically high-profile events
poses the realistic possibility of causing
reputational / brand image damage among
both external attendees and employees, likely
inspiring motivations for insider threats. This
likely has the potential to impact commercial
relations, prompting affiliates to withdraw from
joint ventures to prevent controversy.

Doxxing

The release of an
executive’s personal
information, which can
then be used by threat
actors to target the
individual both physically
or virtually.

Cyber attacks

Executives attending
events virtually are under
increased threat from
cyber attacks, potentially
using stolen data to

disrupt the event / expose

private business matters.

Swatting

False emergency calls
to disrupt the event and
to put the executive in a
heightened emotional
state.

Insider threats

Threat actors identify
individuals close to the
executive to act as an
insider threat during
the event, to harm the
executive or company.

Clarity in a noisy world

Deepfakes

Have the potential

to be used by threat
actors to impersonate
an executive, posing
a significant threat,
especially to virtual
events.

Harassment

Virtual or physical
harassment to intimidate
the executive, potentially
inciting changes to the
executive’s decision-
making during the event.

Physical assault

|dentification of an
executive’s Pll ahead of
or during an event has
the potential to expose
them to physical threats,
especially if traveling
using public transport.

Trolling

Use of the executive’s
personal information

to impersonate them,
potentially to disrupt the
event / the individual’s
reputation.
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Date Location Description
7 May London, UK  The Palestine Solidarity Campaign (PSC) disrupted Barclays’
event to denounce their alleged investments in defense
organizations that arm Israel. Activists stood in the audience
chanting and holding the Palestinian flag, while other activists
protested outside the venue.
29 Apr Buenos Aires. Extinction Rebellion (XR) Argentina disrupted the panel at the
Argentina Economic, Finance, and Investment (EFI) Expo to denounce
the attendance of mining organizations.
26 Mar Stockholm, Greenpeace Sweden blockaded the event of Essity to
Sweden denounce their affiliation with Svenska Cellulosa Aktiebolaget
(SCA), which allegedly conducts environmentally damaging
business practices.
4 Feb London, UK  Fossil Free London (FFL) disrupted Equinor's quarterly results
meeting due to the company's alleged complicity in the
Gaza-Israel conflict.
29 Jan  Trondheim,  Students for Palestine Trondheim, Spire, and Scientist Rebellion
Norway protested next to the stands of organizations deemed com-

plicit in the Gaza-Israel conflict at networking events held by
the Norwegian University of Science and Technology (NTNU).

- Operate high levels of operational security (OPSEC)
before and during the event, keeping open-source
information about the event to a minimum. This includes
the location of the event, the scheduled timings, and
expected attendees.

- Conduct appropriate due diligence on attendees to
reduce the possibility of threat actors legitimately
entering the event.
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Sustainability concerns
disrupt resource-intensive
infrastructure projects

In line with political priorities, globalization, and
market demand, 2026 has continued to see

the planning, construction, and operation of
resource-intensive infrastructure projects despite
sustainability concerns, although there have been
instances suggesting key players are transitioning
to a more impact-conscious approach. Previously,
decisions shaped by strategic and economic
goals have seen the legal, regulatory, and fiscal
boundaries eased for such infrastructure,

including the subsidization of data center projects.

While these priorities remain, the UK and the

US have introduced laws aiming to alleviate

the burden of resource-intensive infrastructure
projects on public infrastructure and prevent

the general public from facing increased costs,
seemingly heeding to sustainability concerns and
persistent criticism / protest movements.

While legal and regulatory changes
concerning resource-intensive infrastructure
suggest a political receptivity towards
sustainability, there is limited evidence to
suggest that this marks a total transition that

Date Location Description

will address all sustainability concerns, with
further measures highly likely to be shaped by
political agendas and international markets.
Public efforts against resource-intensive
infrastructure projects will almost certainly
continue in the immediate term.

Organizations will almost certainly continue

to face significant backlash from individuals
and groups holding sustainability concerns,
likely transpiring into online campaigns that
have the potential of materializing into physical
mobilizations that pose risks to operational and
site security. Fluctuating political direction will
likely complicate the establishment of realistic
strategic planning.

1 May Memphis, US

Environmental activists blockaded the entrance to xAl's data center to

protest the facility's gas-powered turbines.

4 Mar Washington DC, US  US President Donald Trump passed the Ratepayer Protection Pledge
to ensure high energy demands from Al data centers do not cause an
increase in the electricity bills of neighboring households.

27 Feb London, UK

Parliament launched an investigation into the energy use, water

consumption, and climate impacts of data centers, explicitly citing public

concern.

10 Jan Dorr Township, US A small group of protestors, predominantly residents of Dorr Township,
protested near the site of a proposed Microsoft data center, citing
concerns over water consumption, electricity consumption, and pollution.




Advisory

« Schedule community consultation and engagement in areas of interest to assess
public sentiment towards the construction of resource-intensive infrastructure in
the area and identify possible points of contention that could lead to backlash.

. Maintain awareness of online sentiment surrounding resource-intensive
infrastructure specific to customer needs and direction to understand
controversies.

« Monitor changes to local and regional regulations that could cause changes to
the construction and operation of resource-intensive infrastructure.

Securitas Risk Intelligence Clarity in a noisy world
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Authorities’ response to
drone threat encourages
further exploitation

The continued use of drone technology by backed actors. Despite this, the US Commerce

threat actors over sensitive locations remains Department withdrew recent planned restrictions

a prominent threat to organizations globally, on imports of Chinese made drones, claiming

continuing to enable hostile reconnaissance and that the proposed measures would cause undue

providing opportunities to disrupt operations. harm to US stakeholders. However, the Federal

While certain national governments and other Communications Commission’s (FCC’s) ban on

relevant authorities have taken steps to mitigate new drone models remains in place.

the risk posed by unauthorized drones, the scale

and nature of the challenge mean this is unlikely - Security concerns from state-sponsored

to prevent exploitation in the short-to-medium drone activity will almost certainly persist

term. Increasing levels of state-backed espionage in 2026, particularly with hesitancy from

tactics remain a primary threat to Western critical the US administration to further ban China-

national infrastructure (CNI) as well as large- manufactured drones. However, alternative

scale events hosting high-profile individuals, measures to counter growing threats, such as

particularly as China and the US compete to anti-drone technology, will be highly likely be

achieve technological superiority during a implemented at large-scale events, particularly

period of increased geopolitical competition. those hosting high-profile individuals.

The commercial availability of unmanned aerial

systems (UAS) allows threat actors to conduct low- - Organizations operating in the CNI sectors,

level sabotage and disruptive actions that have aerospace and defense, or other industries

the capacity to pose low to moderate operational deemed critical for national security are likely

disruptions to organizations. to be targeted by adversaries using drones
due to the continued commercial availability of

As China’s Da Jiang Innovations Science and such devices, potentially facing low-moderate

Technology Company (DJI) dominated the global operational disruptions. Businesses are likely

drone market in 2024, DJI drones are heavily to experience reduced operational capacity,

involved in a variety of Western industries, impacting customer confidence and leading to

heightening the threat landscape posed by state- financial losses in the short term.

Date Location Description

23 Apr Washington DC, US  US Republican Senator for Arkansas, Tom Cotton, introduced legislation
aimed at increasing the legal authority of private sector companies to
protect domestic CNI sites from drones.

13 Jan New York, US The US is seeking to invest $115 million in counter-drone technology to
increase protection at FIFA World Cup venues amid America's 250th
Anniversary celebrations.

1 Jan Stockholm, Sweden  The Swedish government announced plans to invest $1.6 billion in air
defenses aimed at protecting civilians and critical infrastructure.
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Advisory

« Monitor legislative changes to counter drone capacity and leverage legal rights to
implement appropriate measures from drone threats to sensitive sites.

« Remain vigilant of aerial reconnaissance vulnerabilities, ensuring necessary
incident response plans (IRPs) are in place.

« Maintain awareness of banned drone models and report to authorities of
suspicious behavior.

Securitas Risk Intelligence Clarity in a noisy world

23



